WOLPD(8) System Administration Utilities OLPDY8)

NAME
wolpd — Wake-On-LAN proxy daemon

SYNOPSIS
wolpd [OPTION]...

DESCRIPTION
Wake-on-LAN (WOL) is an Ethernet computer netiking standard that alles a computer to be turned on
or woken up by a netark message. The message is usually sent by a simple prograntesl on another
computer on the local area nefk.

WOL paclets are not forarded by routers, which is whereolpd comes into playby proxying WOL
paclets from one netaerk to an other

WOL paclets can be send eitheres UDP transport or in awaEthernet frame. wlpd can listen to one or
both kinds on an input interface and faxd them to an output interface which must be specified respec-
tively with ——input-interface and ——output-interface options.

By default, wolpd only listens for Ethernet frames with Ethertype 0x0842 which is the standard Ethertype
for raw WOL paclets. The Ethertype can be changed with the ——ethertype option. ListeningvioEtha-
ernet frames can also be disabled with the ——no—ether option.

wolpd can also listen for UDP-encapsulatedOlV paclets if the ——udp or ——port options are used. Just
using ——udp will turn on listening to UDP paeks on any UDP port. Using the ——port option (with or
without the ——udp option) will turn on UDP listening only on thevgh UDP port.

OPTIONS
—C, ——chroot=DIRECTORY
chroot(2) to DIRECDRY.

—-e, ——ethertype=ETHERTYPE
Listen for WOL paclets with gven ethernet type. (Defilt: 0x0842)

—-E, ——no-ether
Do not listen for rev ethernet VL paclets.

—f, ——foreground
Don't fork to background.
-h, ——help
Print this help, thenxt.
—i, ——input-interface=IFACE
Source netwrk interface.
-0, ——output-interface=IFACE
Destination netark interiace.
—p, ——port=PORT
UDP port used for \W@L paclets. Implies ——udp.

—P, ——promiscuous
Put the input intedce in promiscuous mode.

-S, ——setuidSER
Change the process user if to USER after initialization. gdefkeep running as root)

-u, ——udp
Listens to UDP WL paclets. Unless a PORIis specified with ——port, listens to *all* UDP
ports.
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-U, ——no-udp

Do not listen for VOL paclets on UDP(defult)
-V, ——Vversion

Print version numberthen it.

PROMISCUOUS MODE

The —-promiscuous option sets the input intade specified with ——input-interface in promiscuous
mode. This is only necessary:

« when listening for na Ethernet VOL frames, if unicast \WL paclets are used.

« when listening for UDP WL paclets, if the machine runningolpd is not the dedult router on
the netvork.

If the WOL paclets dont get forwarded by wlpd, you may vant to try the ——pomiscuous option.
SECURITY

For best securityrun wolpd with both ——choot and ——setuid options.
Create an empty directoryge/var/empty/volpd), avned by root.
Create a dedicatedolpd user and group.

Then run velpd with:

wolpd ——chroot /var/empty/volpd ——setuid wolpd [otheroptions]

wolpd logs every paclet it forwards to syslog(3) (or to standard error instead if running in there-f
ground) and the messages lookdik

wolpd[pid]: magic raw Ethernet packet from XX XXXX:XX:XX: XX to
YNYYYYYYYYYYY WOL 727:772:727:77:77:7Z

wolpd[pid]: magic UDP packet from XX:XX:XX:XX:XX:XX/XX.XX.XX.XX port sport
to YY:YYYYYYYY.YY/yy.yyyyyy port dport WOL Z77:77:77:77:77:77

where:
o XXIXX:XX:XX:XX:XX is the source Ethernet address of thevedaMOL frame,
o YYYYYYYYYYYY is the destination Ethernet address of the vecE\'WOL frame,
o XX.XX.XX.XX and sport are the source IP address and UDP port of theett¢€dL frame,
* yyyyyyyy and dport are the destination IP address and UDP port of theredcdOL frame,
o 77:7Z:77:77:77Z:77 is Ethernet address of the host toweken (the WL payload field).

Errors are also logged to syslog(3) (or to standard error instead if running in theegrefund ).
PERFORMANCE

wolpd uses soat filters (BPF) on its input wasoclet(s) to inspect the frames analidates the full VL
payload. Only alid WOL frames are returned to ussggace, and thevalid ones are discarded in therk

nel.
However note that using the ——pmiscuous option may rgatively afect networking performance.

EXAMPLES
Assuming the follaving netvork:

enpl +--------- + enp2
----- +--------+ routerl +----+ +
| oot | |
| | |
B B T S
| hostl | | host2 | | host3 |
[ —— + [ — L R —— +

54:0:0:0:0:1
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You do not need alpd to send WDOL paclets from host2 to host3 since yhare on the same netvk. But
wolpd is needed if you want to sent V0L paclets from hostl to host3:

wolpd ——input-interface enpl ——output-interface enp2

will forward broadcast va Ethernet VOL frames with the standard @ Ethertype of 0x0842 from
enpl to enp2. &U can then V@L host3 from host1 by running on host1:

ether-wake —b 54:0:0:0:0:1
Note that —b is required whenvaking etheiwake since wlpd is not running in promiscuous mode.

wolpd —-input-interface enpl ——output-interface enp2 ——pmmiscuous

will forward ary raw Ethernet VOL frames with the standard @ Ethertype of 0x0842 from enp1l to
enp2. You can then WL host3 from host1 by running on host1:
ether-wake 54:0:0:0:0:1

wolpd —-input-interface enpl ——output-interface enp2 ——ethertype 0x8088
will forward aty Ethernet VDL frames with the custom Ethertype of 0x8088 from enp1 to enp2.
wolpd —-input-interface enpl ——output-interface enp2 ——no-ether ——udp
will forward ary WOL UDP paclet on any UDP port from enpl to enp2.
wolpd —-input-interface enpl ——output-interface enp2 ——no-ether ——port 9
will forward ary WOL UDP paclet on port 9 from enpl to enp2.
wolpd —-input-interface enpl ——output-interface enp2 ——port 9

will forward both broadcastwaEthernet VOL frames with the standard @ Ethertype of 0x0842
and WOL UDP paclets on port 9 from enp1 to enp2.

REPORTING BUGS
Report lugs on the GitHub Issues page Mttps://gitbatn/F-i-fiwolpd/issuesl]

COPYRIGHT
Copyright © 2010 Federico Simoncelli
Copyright © 2019 Philippe fioin ( F-i-f on GitHub [ttps://githulsom/F-i-fll.
wolpd comes with ABSOLUTEY NO WARRANTY.
This is free softwre, and you are welcome to redisitéit under certain conditions.
You should hee receved a cop of the GNU General Public License along with this program. If not, see
(Attp://www.gnu.og/licenses/[]

SEE ALSO
ether-wake(8).
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